ISPAI supports the work of the www.hotline service.

Internet Service Providers and Illegal Material

The responsibility of an Internet Service Provider in the removal of Illegal or Harmful content on the Internet is very uncertain and complex.

The title Service Provider applies to a wide range of activities and services on the Internet. Today there are Internet Access Providers, Internet Service Providers, Internet Hosting Providers, Internet Bandwidth Providers, email providers, websites, etc, etc. 

In addition, there are a wide range of Internet Services that are available on the Internet today. Each service has different software programs, protocols and methods of communications. For example, email, web, chat rooms, newsgroups, p2p (peer-to-peer) are different protocols and there are a range of programs for each protocol. The Service Providers have different levels of control over the different services and thereby have different liabilities when dealing with the illegal use of these services.

The EU eCommerce directive confirms that Internet Service Providers should carry no liability for material that is carried across their networks in cases where they would not expect to regularly monitor or to intercept communications.

There is a great difficulty when it comes to material over which the Internet Service Provider might be seen to have ultimate control. For example, a website which is hosted by (placed on computers or servers under direct control of) the Internet Service Provider might contain material which is either harmful or contrary to criminal law.

The organisation or person who placed material on the website is a customer of the Internet Service Provider and has a legal contract for space “rental” on a server. This person is ultimately legally responsible for the material placed on the public web server.

If the Internet Service Provider makes a decision to remove content against the wishes of the customer, it can be compared to throwing tenants out of rented accommodation. The priority is to establish whether the material is illegal or not. In Ireland, only a court can ultimately decide whether content is illegal or not. The gardai can make a determination subject to court confirmation that content might be illegal. What role should the Internet Service Provider take?

The Internet Service Providers Association of Ireland supports the work of the www.hotline service by agreeing to cooperate with Notice and Takedown Procedures instigated by the www.hotline service. If material hosted by an Internet Service Provider is deemed to be potentially illegal under Irish law by the www.hotline service, then the Internet Service Provider has agreed to the removal of such material. This is part of all Acceptable Use Policies operated by each Internet Service Provider in the Irish market.

